
 

Malware 



Malware 

 Malware - short for malicious (or malevolent) 
software, is software used or created by attackers 
to disrupt computer operation, gather sensitive 
information, or gain access to private computer 
systems 

 Why should you be concerned 
 The software can be installed on your computer in a 

number of different ways 

 Installed without your permission or knowledge 

 Runs unnoticed in the background 

 Allows the installer to control your computer 

 Can allow your computer to be added to a botnet 



 

Botnet 

The word botnet stems from the two words robot and 
network. 

A botnet is a collection of malware infected internet-
connected computers that are directed to 
communicating with other computers in order to 
perform tasks 

 Send SPAM 

 Gather user names and passwords 

 Capture keystrokes 

 Initiate Denial-of-Service (DOS) attacks 

 Identity theft 

 Click-fraud 



 

Click-fraud - A person or botnet computer clicking 
on a web site advertisement for the sole purpose 
of generating revenue 

 



 

When clicking on a search result from Bing, Yahoo, 
or Google the Bamital software redirected the 
infected computers to malicious websites 

That resulted in clicks on advertisements that were 
of no benefit to the advertiser but generated 
revenue for the botnet owners 

The botnet could also steal personal information 
and conduct DOS attacks 

At the end of January Microsoft and Symantec 
partnered to shut down this botnet 



 

Microsoft and Symantec are now in the process of 
attempting to clean up infected computers 

When an infected computer initiates a search 
query it’s directed to a Web page from Microsoft 
or Symantec that explains how to remove the 
malicious software 

This Web page is legitimate but remember, 
Microsoft will not send you email or call you on 
the phone   



Bamital Removal Web Page 

 



Click here 



Click 



 Go to the Downloads folder and double-click msert.exe 

 Save it to the Downloads folder 


